Ipunoxenue Ne 1
K [IpaBuiaM MCNOJIb30BaHUS 3JIEKTPOHHOI'0 IOKYMEHT0000p0TA

NMpoTokon oHNauH - B3aMmmMoaencTBus
Knbepnnat ¢ Onepatopammu

1 O6uwue nonoxeHusi

Hactosimuit  IIpotokon sBingercss mnpwioXkeHwuem K IIpaBunaMm HCHONB30BaHUA — 3JIEKTPOHHOIO
nokymenrtoobopora Cucrembr  «CyberPlaty. TIpoTokon ompenenser TOPSAOK —B3aHMOICHCTBHS
TUIATeXKHON crcTeMbl ¢ OniepaTopoM NpH MpUEeMe U MPOBEICHUH IIaTexel B moss3y Omneparopa.

2 TpeboBaHus K peanusauum NpoTokona

2.1 TpaHcnopTHasi cpeAa B3aMmoaencTBUs

BzanmopeiictBue mnaTexHoi cuctembl ¢ OneparopoM ocymiecTBisieTcs no cetu Marepuer. st oOmena
ucnons3yercs crek mpotokonos IP/TCP/HTTPS (HTTP over SSL). 3amura nepenaBaeMbIX JTaHHBIX OT
HECaHKIIMOHUPOBAHHOTO JOCTyIa OOECIeunBaeTCs CpelCcTBaMu Kpumrorpaduueckoil oubmmorekn SSL
(secure socket layer).

Bce coolienus, nepecbuiaeMbie B paMKax MH()OPMAIMOHHOTO OOMEHA MEXIy IUIATEKHOM CUCTEMOU U
Omneparopom, nomksbl BKIo4aTh ACIL CoolmieHune ¢ HEOEHCTBUTENBHON MOINHCHI0 HE JOIDKHO
NPUHUMATECSI B 00pabOTKY; MPH 3TOM AO0JDKEH (OPMHPOBATHCS OTKA3 C MPU3HAKOM «OIIMOKa MPOBEPKH
HOIIIACH).

OrnepaTop caMOCTOSTENBHO CO3AaeT OTKPBIThIA U 3aKkpbIThid Kiroun ACII u 3a0a€T Cpok UX NEUCTBHUA.
OTkpoITHIN KITI0Y OTiepaTop OTCBHIIAET 0 3JIEKTPOHHON TOYTEe OTBETCTBEHHOMY COTPYIHUKY Kubeprar.
Ilpu oOmene kmoyamMu cTOpoHBl odopmistor Aktel o mnpusHanuu ACII mo ¢opme cormacHo
IIpunoxenuii 1 u 2 k Hacrosiuiemy [IpoTokomy.

Jis moanmcu OHITaWH-3ampocoB ucmonbdyercs anroput™ RSA + SHAL ¢ mnuHON kiroua He MeHee
1024 6ur. ACII nmomxna ObITh TpeacTaBieHa B HEX-koJaupoBke ¢ MOpSAKOM OaiT, MPHUHATHIM B
OpenSSL. T'enepanus MOANMMCH HAa OTIPABISIONIEH CTOPOHE OCYMIECTBISIETCS IO CTPOKE, KOTOpas
COCTOMT M3 TOJIeH 3ampoca min oTBeTa 6e3 moust Sign. Iposepka ACII, ocymecTBisieMasi IPUHAUMAOLICH
CTOPOHOH, JIOJDKHA BBITIOJNHATHCS IO CTPOKE MPUHATOTO COOOIICHUS «KaK IMONy4eHo», 0e3
npeBapUTEIbHBIX Tpeo0pa3oBaHuii 3a HMCKIIOYEHUEM yiajeHus mois Sign (B orBerax Omepartopa,
COOTBETCTBEHHO, Tera Sign).

OmnmnaitH-3anpocsl k cepBepy Omepatopa nepenatorcss merogamu GET mmub6o POST  http-nporokorna.
3ampocsl MOTYT HaNpaBIISITECS MapaDISIBbHO, IPU 3TOM UX 00paboTKa MPOUCXOIUT HE3ABHCUMO JIPYT OT
Jpyra, T.€. HOBBIH 3aIpOC MOXET ObITh OTIPABJICH JI0 TOTYYEeHHUS OTBETa Ha TPEABIITYIIHIA 3aIpoc.

OtBersl BO3BpamaTcs B Buae XML-nokymentoB. Atpubyr €nCOdiNg mo/mKeH COOTBETCTBOBATH
neiicTBuTenbHOCTH. Jomyckaercst koaupoBka windows-1251.

[Mapamerp MAKCHMA/IBHOE BPEMA OTBETA (pasbsicHenus cM.HIKe) oT cepBepa Onepartopa
cocrtapisieT 40 cexyH/I.

udposanue ¢aimoB peectpo Tuartexe u ¢dopmupoBanue jans Hux ACII ocymecTisercst c
UCIIOJIb30BaHueM Kpunroouomunorexu PGP.

2.2 Tvnbl UH(pOpMaLMOHHOro B3aUMOAEeNCTBUA
B o6miem cirydae B3auMoIeiCTBIE MEXK Ty MIIATeKHOW cucTeMoi 1 OrepaTopoM MOKHO pa3euTh Ha
JIBa TUIA:

e omneparuBHBIE (J1anee — ON-line) 3armpockr;

e peecTp IJaTexeH.

On-line 3ampocekl mpeaHa3Ha4YeHBl Ul ONPENENICHUS BO3MOXKHOCTH IIPOBENICHUS IUIaTeXa (IIPOBEPKH
HOMepa a0OHEHTA WJIH €T0 CYeTa) M ONepaTUBHOIO 3a4YHCIICHIS CPENCTB Ha cueT aboneHTa Omneparopa.



HTOroBeIil peecTp IIaTeKEH SBIACTCS OKOHYATEIBHBIM JOKYMEHTOM, IOJATBEP)KIAIOIINM IPOBEACHHE
miaTexka. DopMHUpoBaHWE W €KETHEBHAs Vcmonp30BaHHWE peecTpa MO3BOJISIET CHH3UTHL BEPOSTHOCTH
omuOOK B PabOTe MPOTrpaMMHOTO OOECIICYCHUS M peallu3yeT MPHUHIUILI B3aMMHOTO (PHHAHCOBOTO
KOHTPOJISL.

2.3 MNopspok obmeHa knro4yamu

OrnepaTop caMOCTOSTENBFHO CO3AAeT OTKPBLITHIA U 3aKpbIThId Kimroun ACII mias onnmaiH-3ampocoB U AJis
peecTpoB. OTKpHITBHIN KITtou OnepaTtop BBICHUIAET IO 3JIEKTPOHHON MOYTE OTBETCTBEHHOMY COTPYAHHUKY
KubGeprnar. Ilpn nepemave OTKPHITHIX KITFOUeH CTOPOHBI O(QOPMIISTIIOT AKTHI TIpHeMa-Tiepeaadyn KiIrodei
o popme cormacuo [Ipunoxenuii 1 u 2 x Hacrosimemy [IpoTokomy.

Cpok AecTBHUS KITIOUEH, KaK MPaBUIIO, IPUHUMACTCS PABHBIM | TOAY M HE MOXET MPEBHIMIATh 3-X JIET C
MOMEHTA TOITICaHUsI AKTa IpuéMa-Tiepe1adm.

3 ®opmart on-line 3anpocosB
CyniecTByeT YeThIpe TUIA 3aIIPOCOB K cepBepy Oneparopa:
e check — mpoBepka BO3MOXXHOCTH MPOBECHUS TIaTeKa B OMILTMHTOBO# cucteme Omneparopa
M0 YHUKAIEHOMY WACHTHU(PHUKATOPY aOOHEHTa U CyMME TIaTexka,
e payment — HauMCIICHUE IEHEKHBIX CPEICTB Ha JIMIIEBON CYET aDOHEHTA;
e status— mpoBepka CyIIeCTBOBaHUS IUIATe)Ka B OMJUIMHIOBOM cucTeMe (ITPOBEpKa CTaTyca);

e cancel — orMena mrarexa (OMIMOHANBHO).

3.1 3anpoc nnartéxHowu CUcTembl

3anpocwr nramesicroti cucmemvi K cepsepy Onepamopa niepenaroTcs Ha ykazanublii Onepatopom URL
meronqom GET mm6o POST http-mpotokona ¢ mapamerpamu. K mapamerpam mpumensiercs url-
KoaupoBanue. THII 3arpoca ONpeIeNseTcs 3HaueHreM napamerpa action.

e Jlanee B Tabnmile MpeICTaBICH CIMCOK ITapaMeTPOB, NIepeIaBacMbIX B 3alpoce MIATEKHON
CHCTEMBEI.

e TlapameTpsl 3alTPOCOB IUIATEKHOU CUCTEMBI.

ITapametp 3HauyeHne Ha3znayenue IIpumeyanne =
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action Crpoka, Tun 3anpoca check — nposepka Bosmoxmoctu | , | V| V|V
3HAYCHUE U3 MPOBEACHUS TaTexa B
CITHCKA. OwuMHroBoM cucteme Onepartopa
Bo3moskHbIe 10 YHHKaJIbHOMY HJICHTU(PHKATOPY
3HAYCHHUS: abOHEeHTa M CyMMe IuIaTexa (IOUCK
check, aboHEHTa, MPOBEPKAa HOMEPA)
ayment
pay ' payment — HaurcieHue cpeacTs
cancel,
status cancel — ormena nnatexa
status — mouck matexa (mpoBepka
cTaryca)
number Crpoxka, Howmep Tomeko s action = check u| v | v
1o 30 aboHeHTa payment.
CHMBOJIOB
Tun o3toro monst Moxer OBITH
YTOYHEH npu MHTETPALUH
IJIaTeXHOU cucTeMbl u OmepaTopa.




IMapametp

3HaueHne

Ha3znauenue

Ipumevanne

check

cancel

status

type

Llenoe uncio

Tum mmatexa
3a0aéT TUIT
mosist number

Tompko 1 action = check wu
payment. ITo ymonuanuio 1.

ITone "tun maTexxka" g00aBiIIETCS
B CIy4asx, KOTJa IO YCIOBUSIM
Oneparopa HEOOXO0IMMO
obecrreunTh  NpHEM  IUIATEXKEH
HECKOJIbKMX  THIIOB, HaIpuMep,
IJIaTeXKU 32 COTOBYIO CBsI3b, 3a
JIOCTYTI B UHTEPHET M T.II.

\

| payment

amount

Yucao go 10
3HAKOB

Cymma
TIaTexa

Cymma mmatexxa B
KOIEHKaMH. Paznennrens
(Touka).

pyomsix ¢

(3]

Tompko uig action =
check

payment,

receipt

Ilenoe yucno
1o 15 3HakoB

Howmep
IIaTexa

YHUKaNbHBIA ~ HOMED
c(hOopMHUPOBaHHBIN IJIATEKHOU
cUCTeMON (HOMEp TpaH3aKIUH).
MoeT coaepkaTh TOJBKO HUDPHL
Tomsko mus action = cancel,
payment, status.

IIaTexa,

date

[ara u Bpems

[ara u Bpems
ornepanuu

[ara u Bpemst onepanuu 1no
4acOBOMY HOSICY IJIATEKHON
cucremsl B popmate “YYYY-MM-
DDThh:mm:ss”. Hanpumep,
“2005-09-20T12:10:06.

Tonbko ms action = payment.

mes*)

Yucio o 3
3HAKOB

OmnnceiBaeT
MIPUYUHY
OTMEHEI
[IaTexa

Tompko g action = cancel.
3Ha‘-{eHH§I 10 yMOﬂanI/IIO HCT.

TTose "mes" noOasisteTcs B
Cllyyasix, Korjaa Heo0X0auMo
OCYIIIECTBUTH OTMEHY TIIIATEXka.
JaHHOE TIoJIe XapaKTepHu3yeT
MIPUYUHY OTMEHBI. (TIOMYHKT 1).

additional

**)

Jormonnu-
TEIBHBIN
rmapameTp

Crpoka

OnuuonanbHoe mone. JlaHHbIe,
repegaBacMble B OTOM ITapameTpe,
¢dopmupytorcs I10 B Touke npuéma
mwiarexeil W He  MPOXOIAT
MpeABAPUTENLHON  TPOBEPKA  HA
CTOPOHE  IUIATEXKHOM  CHCTEMBI.
Hanmume oatoro mapamerpa U
(dopMaTel TEepenaBaeMbIX B HEM
JTAaHHBIX JTOJIKHBI OTZIETTLHO
coriacoBeiBaTbcss ¢ Kubepruiar
(moanyHKT 2).

**)

**)




IMapametp 3HaueHue Ha3znayenune Ipumevanne
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sign***) crpoka HEX- | ACII 3anpoca. | Obs3arenbHoOe moJie, 3MeKTponusii | v | v | v | vV

KOJIOB aHasor COOCTBEHHOPYYHOM

noanucu 3ampoca. PopMmupyercs
10 CTPOKE 3ampoca 0e3 mapameTpa
sign.

IIpumeyanus:
) Ciicok BO3MOJKHBIX 3HAYCHHMIT JAHHOTO MTAPaMeTpa IPHUBEICH B MOJIYHKTE 1

) Hamuume mapamerpa ‘additional’ u ¢opmaTsl mepenaBacMbIX B HEM IAHHBIX JOKHBI OTAETBHO
coryiacoBbiBaThcs ¢ Kubeprmiar (moamyHKT 2)

) [TapameTp ‘Sign’ Bcerma mepemaéresl TMOCACAHAM B Chnucke mapamerpoB. Ilpu stom  ACII

bopMupyeTcs o cTpoke 3arpoca 6e3 mapamerpa Sign.

1. Bo3MoKHbIC 3HAYCHHS MTapaMeTpa Mes

3HauyeHue PacuiugpoBka KommenTapuii
1 ommbOka I1O B Touke | Ommbka, gomymieHHas coTpyaaukamu win [10 B Touke mpuéma
npuéma IJIATeXEH | IiaTexa
(pauee: «o1munoKa
JIAIIEpay)
2 omnOKa KIreHTa OmmbKa KIMeHTa [TPH 3aNI0THEHUH KBUTAHIIUU
3 TEXHUYECKUH cOOM OmmboyHOE TPOBEACHNE TUTATEXKA TUIATEKHONW CHCTEMOM
4 TECTOBBIH MIATEXK VYaameHue TECTOBBIX IUIATEXKEH, IPOBEACHHE KOTOPHIX OBLIO
HeoOxomuMo  aiusi  HacTpodku [1O  maTeXKHOW  CHUCTEMBI.
Buumanue! IInamédxcnvie cybacenmvi He umerom mMexHUYECKOl
B03MOJCHOCIU NPOGEOEHUs MeCMO8blX NJamedicell uepe3 uiio3
Onepamopa.
5 npouee Bce, uTo He BOLIIO B yKa3aHHBIE BBIIIE ITYHKTHI

2. ITapamerp additional — monosHUTENBbHBIN HEOOs3aTeNbHBIN MapameTp. PopMaT CTPOKH, NeperaBaeMoit
9THUM MapaMeTpoM, He CTaHAapTU3npoBaH. JlanHble, nepenaBaembie mapamerpom additional,
dopmupyrores 1O B Touke npuéma miaTexeil ¥ He IPOXOIAT MPeIBAPUTEIbHON MPOBEPKH HA CTOPOHE
KubGeprmiar. CTpoka JaHHBIX MOXET UMETh COCTABHYIO MIPUPOJLY, HATIPHMED:
'<d><kvitan>123213</kvitan><check>DV9876</check></d>", '123213#DV9876' unu
'kvitan||123213#check||DV9876’.

3.2 OTBeT cepBepa Onepartopa

Omeemvt cepeepa Onepamopa Bo3Bpamaorcs B Buge XML-coobmennit. Atpubyr encoding
00s3aTebHO JIOJDKEH YKa3blBaTh KOJUPOBKY, HMCIIONB3YeMYI0 B IOoKyMmeHTe. [lo ymomuaHuio Bceraa
npuHrMaeTcs koxupoBka Windows-1251. Koauposka windows-1251 o0s3aTenbHa B ciydae HaIW4us B
otBere OmepaTtopa mapamerpa additional. Bo3sMoxHOCTh MCHONB30BaHUS JPYTHX KOAWPOBOK JOJDKHA
coriacoBeiBaThesa ¢ Kubepruiar.




3.2.1 ®opmaTtbl XML-coobLweHun

e OrTBeT cepBepa Ha 3ampoc 0 BO3MOXKHOCTH TIpoBedeHus miarexa (Check) momken moauuHaThCs

cnenyromemy mabdnony DTD:

<?xml version="1.0" encoding="windows-1251"?>
<!DOCTYPE response [
<!ELEMENT response (code, message?, add?) >
<!ELEMENT code ( #PCDATA )>
<!ELEMENT message ( #PCDATA )>
<!ELEMENT add ( #PCDATA )>
<!ELEMENT sign ( #PCDATA )>

e OrtBeThl cepBepa Ha 3ampoc BBIMOJHEHWS IUIaTeka (payment) MODKEH MOTYUHSTHCS

cnenyromemy mabiaony DTD:

<?xml version="1.0" encoding="windows-1251"?>

<!DOCTYPE response [

<!ELEMENT response ( code, authcode?, date, message? ) >
<!ELEMENT code ( #PCDATA )>

<!ELEMENT authcode ( #PCDATA )>

<!ELEMENT date ( #PCDATA )>

<!ELEMENT message ( #PCDATA )>

<!ELEMENT sign ( #PCDATA )>

1>

e OrtBeThI cepBepa Ha 3alpoChl MPOBEPKH CTaTyca Iuiatexa (Status) m ormens! riatexa (cancel)

JIOJKHBI TIOAYUHATECS cneaytomemy maodmnony DTD:

<?xml version="1.0" encoding="windows-1251"?>

<!DOCTYPE response [

<!ELEMENT response ( code, authcode?, date?, message? ) >
<!ELEMENT code ( #PCDATA )>

<!ELEMENT authcode ( #PCDATA )>

<!ELEMENT date ( #PCDATA )>

<!ELEMENT message ( #PCDATA )>

<!ELEMENT sign ( #PCDATA ) >

1>

[TapameTpsl OTBETOB

Ilapamerp | . Hasznauenue KommenTapuii -
S = S SERERE
2 E 258 |5
3 S |Z |» |8
=)
code Ila Kon orBera Pe3ysbTaT onepanuu vl v | v
message Her |TexcroBoe Heo0s3arenpHbIi mapamMeTp — CIIOBECHAs vl v
cooOrieHue 00|pacmudpoBKa Kojia OTBETA.
OILInOKe [Ipou3BonbHBIN TEKCT JUIMHOK A0 512
CHUMBOJIOB.
date *) Ha Iara u Bpems|JlaTa 1 BpeMs OIepalfiy 10 YaCOBOMY vivlv
OIepaLuH nosicy OWyuTMHTOBO# cuctemMbl OnepaTopa
B popmare “YYYY-MM-
DDThh:mm:ss”. Hanpumep, “2005-09-
20T12:10:06”.
Tomnsko s action = payment, cancel,
status.




ITapametp Ha3znayenue KomMmenTapuii

Oo0s3aTelb-
HBbIN
check
payment
status

cancel

<

authcode H

a

T  |KOJ aBTOpU3AILUU VHUKaIbHBIA HOMED IIJIaTEXKa B
ommmuHTOBOM cructeme Omneparopa. Moxer
COJIepKaTh TOJIBKO LUQPHL.

Toxnsko s action = payment, cancel,
status.

(\

add **) Her |Crpoka, mo  250|OmmmonHanbHOe moje. J[aHHbIe, v
CHMBOJIOB (6aiiT).|mepemaBacMBIC B TOM ITapaMeTpe,
KOJMPOBKa —|npennasHauens! i nepenaun 110,
00s13aTeNFHO paboTaromieMy B TOUKe MpUéma IaTexa.
windows-1251 OHU HE MTPOBEPSIOTCS HA CTOPOHE
maTéxHou cucteMsl. Hanuuue storo
napamerpa u ¢popMaThl IepeIaBacMbIX B
HEM JIaHHBIX JIOJDKHBI OTJIEIBHO
coryacoBbiBaThes ¢ Kubeprar.

Tonbko as action = check.

sign Ja ACTI orBeta|O0s3aTeNbHOE TI0JIE, IEKTPOHHbIN anamor| v | v/ | vV
Omnepatopa. COOCTBEHHOPYYHOH  TOANHCH  OTBETa
Ornepatopa. Ucnonp3yercs TUTS
ayreHTu¢uKanuu OTHpaBUTENS 3ampoca.
®opmupyercs mo crpoke XML otBera
Omnepatopa 6e3 Tera Sign. IlpaBuio
¢dopmupoBanus u 3anucu ACII cMm. HIKe
pasn. 3.2.2.

[Ipumeuanus:
*) ITapameTtp date oOs3aTesieH TONBKO JIst OTBETOB Ha 3aIpOC BHIMOHEHHS TaTexka (action=payment)

**) Tlapamerp add — mOmMONHHUTEIBHBIM HeoOsM3aTeABHBIN mapaMeTp. JlaHHBIE, MepeaBaeMbie B
napametpe  add,  dopmupyrorcs  OwutMHroBoW — cucremod — Omeparopa s mepenadd
cneranuzupoBanHomy [1O mpué€ma mmarexeidl W He MPOXOIAT MPOBEPOK Ha cropoHe Kubeprurar.
®opmaT CTpOKH, KOTOPOH IepemaeTcss 3TOT MapaMmerp, He craHgapTusupoBaH. OH COTJIacOBBIBAETCS
OTAENBHO ¢ KaxIbpM OnepaTopoM, KOTOPBIA ero ucnoiib3yer. IlpenHasnayenue 3Toro mapamerpa —
nepeaaya KJIHEHTY [IaHHbIX 0T Omneparopa, KOTOpble MOIrYT NOMOYb KJIMEHTY OIpeleuTh
KOPPEKTHOCThL BBEJEHHBIX MM JaHHBIX 1A miatexa. Eciu B orBere Omeparopa IpPHUCYTCTBYET
mapamerp add — kommpoBka oTBeTa obOs3arenbHo Windows-1251. Jlamee mpuBemeHBI TpeOOBaHM,
npeIbsIBIsIEMbIE K HCIIOJIB30BaHMIO Tapamerpa add

e Tlapamerp add Heobs3ateneH s o6padotku. [10 npuéma miaTexeil MOKeT ero UTHOPUPOBATh.

e OrtoOpaxeHHe JaHHBIX, TepeaBaeMbIx napamerpoM add, Bo3naraercs Ha CrEIHATU3UPOBAHHOE
T1O munepa.

e [lapamerp add miaté&xHoli cucTeMoil He 00padaThIBACTCS M HE MPOBEPSIETCS.

e Jlnuna cTpoku, nepenaBaeMoil mapaMmerpoM add, He noimkHa mpesblmath 250 3HAKOB

(GaitT, KoAMPOBKA COOOIIEHM, coaepxanmx mapamerp add — oGs3arensHo Windows-
1251).

e PaspeliieHHbIE CUMBOJIBL:
“- . /(0a-zA-Za-sA-510-9” ( mpoben, MUHYC, 3HAK TIOAYEPKUBAHS, TOYKA, 3aIIATast, 00paTHas
Kocas 4epTa, JIeBast Kpyriias CKkoOKa, mpaBas KpyTiias CKOOKa, JJaTHHCKUE OYKBBI 000MX
PErucTpoB, pycckue OyKBBI 000MX PErucTpoB, TUQPHI).

[ ] COO6H.I€HI/I$I, conepmaume napaMeTp add, 065[33.T6J'[I>H0 JOJI’)KHBI HepeCBIJ'IaTBCSI B KO,Z[I/IpOBKe
windows-1251.




3.2.2 ®opmupoBaHue ACI1 otBeTOoB

ITapameTp Sign — obs3aTenbHBIA mapaMeTp, B kKoTopoM mepemaércs ACII coobmenus Oneparopa. ACIT
dopmupyetcs o coodenuto Onepatopa 6e3 Tera Sign, T.e. B 3aBUCUMOCTH OT TUIIa BXOJISILETO 3a1poca

ACII dpopmupyetes 10 COOOIIEHHSIM, TTOAYHHSIONIMMCS CICIYIONNM «yMEHBIIEHHBIMY dtd:

e OrseT cepBepa Ha 3ampoc check:

<?xml version="1.0" encoding="windows-1251"?>
<!DOCTYPE response [

<!ELEMENT response (code, message?, add?) >
<!ELEMENT code ( #PCDATA )>

<!ELEMENT message ( #PCDATA )>

<!ELEMENT add ( #PCDATA )>

1>

e OrTBeTHI cepBepa Ha 3ampoc payment:

<?xml version="1.0" encoding="windows-1251"?>

<!DOCTYPE response [

<!ELEMENT response ( code, authcode?, date, message? ) >
<!ELEMENT code ( #PCDATA )>

<!ELEMENT authcode ( #PCDATA )>

<!ELEMENT date ( #PCDATA )>

<!ELEMENT message ( #PCDATA )>

1>

e OrtBeThI cepBepa Ha 3anpock Status u cancel:

<?xml version="1.0" encoding="windows-1251"7?>

<!DOCTYPE response [

<!ELEMENT response ( code, authcode?, date?, message? ) >
<!ELEMENT code ( #PCDATA )>

<!ELEMENT authcode ( #PCDATA )>

<!ELEMENT date ( #PCDATA )>

<!ELEMENT message ( #PCDATA )>

1>

[Tocie dhopmuposanus ACII cooliieHre, COOTBETCTBYOIIee «yMeHbIIEHHOMY» dtd, momosHseTcst Terom
sign, B xortopsiii 3amuckiBactcst ctpoka ACIL. ChopmupoBanHoe B utore XML-coobuieHne 0DKHO

COOTBETCTBOBATH oaHOMY u3 dtd, mpuBenénupix B 1.3.2.1.

3.2.3 Koabl peaynbTtaToB B oTBeTax OnepaTtopa
KOIH:I OTBETOB, BO3BpAIlaCMbIC ITAPAMETPOM COde.

=
c —
Ko - < <2} [«
| Hasnauenne KommenTapuii 2| |2 |8
oTBeTa | |8 |
o © 2] 'S)
o
-4 Ommbka nposepku | Omubka Gpopmupyercst cepsepom OrepaTtopa B ViIivI|Iv|VY
ACII nox OTBET Ha IMOJIYYeHHOE COOOIIEHHUE C
TIPAHATHIM HENEHCTBUTEILHOMN ITOAITHUCEIO.
cooOuieHueM
-3 Bayrpennss Hcnone3yeTcst mpy HEBEPHOM 3HAYCHUU JIAHHBIX ViIivI|Vv|Vv
ommbka Omeparopa | mois type (HekoTophle peanu3anuu auiepckoro 110
MOTYT OTIPABJISTH 3aMPOChI C HEBEPHBIM YKa3aHUEM
THUTIA TIATEkKA)
-2 HesepHoe 3nauenne | Mcmonb3yercst Ipyu HEBEPHOM 3HAYCHHUH JAHHBIX vV

TuIa miatexa (type) | mons type (HekoTopsle peanusanuu aunepckoro 110
MOTYT OTIIPABJIATH 3aIIPOCHI C HEBEPHBIM YKa3aHUEM
THUIIA TJIATEkKA)




Ko . ¥/ |8 |3
| Hasnauenne KomMmenTapui g |8 |2 e
oTBETA = S |8 <
[&] © 2] 'S)
o
-1 Heseprpiit  popmar | Mcrionb3yeTcst IpH HEBEPHOM 3HAYEHHH JAHHBIX ViIivi|v |V
JIOTIOJTHUTEILHOIO moJist additional. TTpoBepka 3HaYCHUH TAHHOTO MOJIS
napamerpa Bo3naraercst Ha Oneparopa 1 ero HaTuaue
(additional) cormacoBeiBaeTcs ¢ Omepatopom.
0 Her ommGkn | Onepanus npounia yenemno (abouent Haiinen, wim | v | v [ v | V7
(ycmex) IJIaTeXK 3a4MCICH, WIM IUIATeK OTMEHCH, WU ) ) )
YCIIELIHBIN TUIaTEX HalIEH)
1 Heunspectupii  Tun | HewssecTHOE 3Ha4YeHue moss action
3ampoca
2 AoOoHeHT He HalineH | [lepenanHsrii YHUKaIbHBIN unentuukarop | v | v
aboHEHTa HE  3aperUCTPUPOBaH B  CHCTEMeE
Onepatopa. Tomsko mms action = check u
payment.
3 Hesepnas  cymma | Hemonyctumoe 3Hauenue cymMmbl marexa. Toasko | v | v/
TIaTexa ms action = payment, check.
4 HeBepHoe 3Hauenue | HegonmyctuMoe 3HaueHne HOMepa IuiaTexa. ToNbKo v VIV
HOMeEpa IIaTexka mns action = cancel, payment, status.
5 Hesepuoe 3nauenue | Hemormyctumoe 3HayeHue aarhl onepandu. ToIbKO VIV |V
JaThl ms action = payment.
6 Venewnsid mnatex | OTpULATENbHBIA  OTBET Ha MPOBEPKY CTaTyca v
C TakuM HOMepoM | (IUiaTrexa He ObUIO WIIM IUIATeK He mpoiei). Tonbpko
He HalijeH s action = status.
7%) IMnarex ¢ Takum | OTpUIaTenbHBIH OTBET Ha IMPOBEPKY cCTaryca v |V
HOMEpPOM OTMEHEH (mmatex ObL1, HO oTMeHeH). Tonbko g action =
status, payment.
8 Cocrosnue miarexa | CocrossHMEe IJIaTeXa HEU3BECTHO (HEOOXOIMMO v
HEOIIPEICICHHO HOBTOPHTH NOMBITKY). Tonsko a1 action = status.
9 IInarex ©He Moxer | OTpULIATEIBHBIA OTBET HA OTMEHY IUTAaTEXa. ToONBKO v
OBITh OTMEHEH s action = cancel.
>=10 | IIpoune ommbKku Beigaercss B OcTalnbHBIX ciyudasx. Ilome message | v | YV | YV | Y
00513aTENTLHO JTOJDKHO COJIEPIKATh PaCcII(POBKY.
[IpuMeuaHue: | IOMOIHHTEIBHO BO3BPAIIACTCS KOJ ABTOPH3ALMH (yHHKAIBHBIA HOMEp ILIATEXKA B

owHrOoBOM cucteMe OnepaTtopa).

3.3 Kop aBTOpM3auuu

Omnepartop BO3BpaIaeT Koj aBTOPU3ALNHN B CIEAYIONINX CITydasx:

3HaueHmne napaMerpa code =0 code=7 [pyrue 3Hauenus
action napamerpa Code
check HET - HET
payment a za HET
status na Ja HET
cancel Ja -- HET




4 O6paboTtka on-line 3anpocoB

4.1 TNMocnepoBaTenbHOCTbL AEUCTBMU ANA NPOoBeAeHUA NnaTexa

HpOTOKOJ’I B3aMMOACUCTBHUS BKJIIOYACT B cebs HpeI[BapHTCJ'ILHLIfI 3alpoC Ha IIOUCK aboHeHTa 110
3a1aHHBIM PECKBU3UTaM.

[Mocne BBoma mapamerpoB miarexa [naTé&kHOe KIMEHTCKOE MPHIOKEHUE (TEPMHHAN ) HANpaBisieT B
[MnaréxHyro cucTeMy 3ampoc Ha TMOUCK aOoHeHTa. [lmatéxHas cucTeMa TpaHCIHPYEeT €ro B
COOTBETCTBYIOIIHH 3anpoc Onepartopy ycuyr (action = check) u mepexoaut B pekuM OXKUJAHUS OTBETA
Ha MAKCUMAJIbHOE BPEMS OTBETA.

1.

Ecmu monyuena ommbka (code <> 0), To IInaTéKHOMY KIHEHTCKOMY MPUIOKEHUIO BBIIACTCS
coo0O1eHue 06 ommodke. OOCITy)KMBaHUE KIMEHTA 3aKaHIMBACTCS.

Ecmu orBer He momyueHd B Teuenne MAKCHMAJIBHOI'O BPEMEHU OTBETA, To [Inaréxunomy
KITMEHTCKOMY TPWJIOXKEHHIO BBIIAeTCs coobmieHne o HemoctymHoctn Omepatopa. OOciyxuBaHme
KJIMEHTA 3aKaHYMBACTCS.

Ecnn nonyyen monoxurtenbHeIi oTBeT (code = 0), TO

a Ilnaré&xHOMY KIHEHTCKOMY MPHJIOKEHUIO BBIAACTCS COOOLICHHE 00 YCIEIIHOH MpOBEepKe
PEKBU3UTOB a0OHEHTA.

b Tlnarenpuipik BHOCHT JCHEXKHBIE CPEACTBA.

¢ [IlnaréxHOe KIMEHTCKOE TMPHUIOXKEHWE oTnpaBiser B [lmaréxHyro cucremy 3ampoc Ha
npoBefeHue Iwiatexa. [locme 3roro Ilmarenbinuky cpasy BbIAAETCS OTBET 00 YCIEIIHOM
IMPOBCACHUM TJIATCXKa, EMY pacCrieyaTbiBaCTCA U BI)I)Z[aéTCSI YCK.

d O6cnyxkusanue [lnarenbinnka 3aKaHIHBACTCS.

e Ecmu KiueHTckoe mpuiiokeHHE HE MOXET OTIPABUTh 3alpoC Ha IUIATEX HEMOCPEICTBEHHO
MocJie YCICIIHOM NMPOBEPKHM HOMEpa — HamlpuMmep, u3-3a cOOs CBSI3M — IO COIJIACOBAHHUIO C
[MnarenpimukoM IIaTéX MOXKET OBITH JONMPOBEJAEH B OTJIOKEHHOM pekuMe. B TakoM cityuae
nocie nonydeHus cornacusa Ilnarenpmuka KiMeHTCKOe NpPUIOKEHUE COXPaHSET PEKBU3UTHI
OTJIOKEHHOTO TuIaTeXa, a 3aTE€M M0CIIe BOCCTAHOBJIEHUS CBSI3U JJOIIPOBOJIUT IUIATEK — OTCHUIAET B
[InaTéxHyt0 cucTeMy 3alpoc Ha MPOBEAECHUE IJIATEXKA C PEKBU3UTAMM, COXPAHEHHBIMHU IOCIE
YCTIEIITHOTO BHITIOJTHEHHS TTOUCKa aDOHEHTA.

[InarexHast cuctema ornpasisier OmnepaTopy 3anpoc Ha TaTex (action = 1) ¥ MEPEXOIUT B PEKUM
oxunanug orBeta Ha MAKCHUMAJIBHOE BPEMJI OTBETA.

Ecimn orBer He momydeH B TeueHne MAKCHMAJIBHOI'O BPEMEHU OTBETA win nomyudena
ommnbOka (code <> 0), To [lnarexxHas cucTemMa MOBTOPSET 3alpoc Ha IUIATeX (action = payment) C
WJICHTHYHBIM HOMEPOM receipt J0 MONydeHHs OJHO3HAYHOTO IOJIOKHUTENBHOrO OTBeTa. Ecimn
OJTHO3HAYHBIH TOJIOKUTENBHBI OTBET HE TOJNYyYeH B TEUEHHE JUINTENILHOTO BPEMEHH, TO OH
3aBepILAETCsl KaK YCIEUIHbIM BPYUHYIO CIIy:KOOH CONMPOBOXKIACHHUS JTMOO aBTOMAaTHYECKH, HAIIpUMED,
no QakTty 3aBeplIeHUs CyTOK. BriocneicTBun mpu nMpoBeieHnH B3auMopacu€ToB ¢ OnepaTtopom 3TOT
TUTATEeX JIOJDKEH ObITh Tiepenan OmnepaTopy uepes ciiykO0y CONPOBOXKICHUS M BKIFOYEH B UTOTOBBIN
peecTp IIaTexeu.

4.2 TMocnepoBaTenbHOCTb AEUCTBUU ANA OTMEHbI nrarexa

1. TlnarexkHas cucTeMa OTIPABISET 3aPOC Ha OTMEHY IUIaTeXka 1o Homepy receipt (action =
cancel) u mepexogur B pexum oxupanus orsera Ha MAKCHMAJIBHOE BPEMA
OTBETA.

2. Ecnm monyuen orpunarensaeiii otetr (COde <> 0), cunTaeTcs, 4T0 OTMEHA HEBO3MOKHA.

3. Ecmm TIOJIYy4YCH MMOJIOKUTEILHBIIN OTBET, CHUTACTCH, YTO IUIATCXK YCIICIIHO OTMCHCH.



4. Ecmu otBer He mnonydeH B teuenue MAKCHUMAJIBHOI'O BPEMEHH OTBETA, to
IUIaTEeXKHAsI CHCTEMA MOBTOPSET 3aIlIpoC Ha OTMEHY (action = cancel) C UAECHTUYHBIM HOMEPOM
receipt JIO TIOJYYEHHUsI OTHO3HAYHOTO 0TBeTa. Koan4uecTBO MOMBITOK OrpaHUYEHO.

5. Ecamu OJHO3HAYHBIM OTBET TaK U HE MOoJIy4CH, OTMCHA CUUTACTCA HEBO3MOXKHOM. OKOHYATEIbHAs
CBE€pKa OCYHICCTBIIACTCA IO €IKCAHCBHOMY PECCTPY.

4.3 MocnepoBaTenbHOCTb AENCTBUMN ANA NPOBEPKN COCTOAHUSA
nnarexa

1.TlnaTexHas cucTEMa OTIPABISIET 3alPOC HA MPOBEPKY COCTOSHHMS TUIATEka 1Mo Homepy receipt (
action = status ) u nepexoaur B pesxum oxunanus orsera Ha MAKCHUMAJIBHOE BPEMA
OTBETA.

2. Ecmu otser He nonyuen B reuenne MAKCUHMAJIBHOI'O BPEMEHH OTBETA v code

= 8, TIOIBITKA IMOBTOPACTCA IMMO3AHEE 10 IMOJYYEHHUSA OAHO3HAYHOT'O OTBETA.

3. Eciu nmonyden mosnoxutenbHbiii otBer (COde = 0), cuMTaeTcs, 4To MIATEX ¢ TAKUM HOMEPOM
OBLJT YCTIETITHO MTPOBEICH.

4. Ecnu miatex ObUT OTMEHEH, TO TIPH MPOBEPKE CTaTyca IOJDKSH BO3BpaTUThCs code = 7

5. Ecau nosy4eH OTpULATENBHBIN OTBET (3a MCKIIOUeHHeM COOE = 4), cuuraercs, 4TO IUIaTEka C
TaKUM HOMEPOM He ObLIO, HJIH IUIATEX HE MPOILEL.



5 WToroBbIN peecTp nnarexeun

HToroBeIii peecTp TuIaTeXei MPEICTaBIsIeT COOOM TEKCTOBBIN (hailsl, CoAep AUl CIIUCOK TUIATSKEH,
MIPUHATHIX BHEIIHEH TIATeKHOW CHCTEMOH B monb3y Onepartopa.

B uroroBom peectpe comepikarcs BCe YCIEIIHO MPUHSTHIE IUIATeKN 00pab0TKa KOTOPHIX 3aBEPIINIACE 32
KaJIeHOapHbIA JeHb Ha OTYeTHYIO naty B mepuoj BpemeHu ¢ 00:00:00 mo 23:59:59 mo yacoBomy mosicy
IJIATEKHON CUCTEMBIL.

e [lnmarexxu, OTCYTCTBYIOIIME B peecTpe, HO NpucCyTcTByomue y Oneparopa, CYHTAIOTCS HE
MIPOIIEIIIIAMH U JTOJDKHBI OBITH OTMEHEHEI.

e [Inarexxu, mpUCYTCTBYIOIIME B peecTpe, HO OTCYTCTRYyIOIMUE y Oneparopa, CYUTAIOTCS MPOIICAIIIMU
Y JIOJDKHBI OBITH TIPOBeIeHBI OnepaTopom.

Daiinbl peecTpa 3aUIMPPOBHIBAIOTCS U MOANUCHIBAIOTCS C MCIIONB30BaHMEM Kpuntobubmunotekn PGP, a
3aTteM OTchUIatoTcst Oreparopy Kak BIIOKCHHE B COOOIIEHWH 3JIEKTPOHHOI moutsl. Kakmpli peectp
OTIIPABIISETCS OTACIBHBIM COOOIIEHHEM dIIEKTPOHHON MOYTHI.

Nwms daiina — <unentudukarop Oneparopa > YYYYMMDD _itog.txt.asc.
Tema (3aroJI0BOK) 3JIEKTPOHHOTO MHchMa — <upeHtudukatop Oneparopa > YYYYMMDD _itog
YYYYMMDD - cootBeTcTByeT nare oTdera.

®aii cOCTOMT M3 TEKCTOBBIX CTPOK MEPEMEHHOM UIMHBI, KOJ0Bas crpanuiia Windows-1251. Kaxmas
CTpOKa 3aKaHYMBAECTCS CHUMBOJIAMH “TiepeBoi cTpoku”, “Bo3Bpar kapetku” (0XOD, OXOA) u comepkut
uHpopMaruio 06 ogHoM miarexe. Kaxxaas cTpoka cogep KUT cielyromue mos:

Ne | HaumeHoBanue ®opmar noJist KommenTapuu
noJis
1 | YHukansHBIIH Crpoxa 10 30 cuMBOJIOB
UAeHTU(DUKATOP
aboHeHTa
2 | Tun Yucno Tun abonenra. CorytacoBbiBaeTcs ¢ Oneparopom,

ecyin Onepatop UCHOIB3YET CUCTEMY AJIS
MIPOBEIEHHSI TUIaTeKel 32 HECKOJIBKO BHJIOB YCIIYT.

3 | Hara u Bpems YYYY-MM- Jara u Bpems 3aBepIICHMSI ONIEpPALUU 110 YACOBOMY
DDThh:mm:ss MOSCY TUTATEKHOW CHCTEMBI.
4 | Cymma miatexa Yucno CymMa miaTexa B pyossix ¢ koneiikamu. Paznenurens
‘.’ (Touka).

Lenas gactb: He Oonee 7 udp;

Hpobnast yacte: He Oonee 2 udp (MOXKeT
OTCYTCTBOBATB).

5 | Homep mnatexa Hucno YHHKaIbHBIN HOMED IIJIATEKA B IIJIATEXKHON CUCTEME
(receipt).

[ons pazaensitorest 3HakoM Tadyssiuu (0X09).




6 [Mpumepsbl

6.1 Mp

oBepKa BO3SMOXHOCTU NMpoBeAeHNsA niartexa no yHnKkanbHomMy

naeHTUdMKaTopy aboHeHTa U cymme nnarexa

3ampoc | https://<host>/<path>?action=check&number=9166438476&type=1& amount=25.34
OTBeT <?xml version="1.0" encoding="windows-1251"?>
<response>
<code>0</code>
<message>ABOHEHT CylWeCTBYyeT, BO3MOXEH [IpMeM [arexei</message>
</response>
Bampoc | https://<host>/<path>?action=check&number=account12&type=1&amount=10.12
OTBeT <?xml version="1.0" encoding="windows-1251"?>
<response>
<code>0</code>
<message>ABOHEHT cCymecTByeT</message>
<add>address:np-T. JlenuHa 4-14-2:debts:2312.12</add>
</response>
Bampoc | https://<host>/<path>?action=check&number=account12&type=1&amount=10.12
OTBeT <?xml version="1.0" encoding="windows-1251"?>
<response>
<code>0</code>
<message>AOOHEHT cylmecTByeT</message>
</response>
6.2 lNpoBeneHne nnartexa
3amnpoc https://<host>/<path>?action=payment&number=9166438476&amount=25.34&receipt=3568264
&date=2005-09-20T15:53:00
OT1BeT <?xml version="1.0" encoding="windows-1251"?>
<response>
<code>0</code>
<authcode>132</authcode>
<date>2005-09-20T15:55:00</date>
<message>llmaTex nNpuHAT</message>
</response>
3ampoc https://<host>/<path>?action=payment&number=account12&amount=10.12&receipt=987654321
&date=2005-09-20T15:53:00&type=1
OTBeT <?xml version="1.0" encoding="windows-1251"7?>
<response>
<code>0</code>
<authcode>456789</authcode>
<date>2005-09-20T15:55:00</date>
<message>lljmaTex npuHAT</message>
</response>
6.3 OTmeHa nnatexa
3ampoc https://<host>/<path>?action=cancel&receipt=3568264&mes=2
OTBeT <?xml version="1.0" encoding="windows-1251"7?>

<response>
<code>0</code>
<authcode>132</authcode>
<date>2005-09-20T15:55:00</date>
<message>IlljaTex ycCrnemHO OTMeHeH</message>
</response>




3anpoc https://<host>/<path>?action=cancel&receipt=987654321&mes=1

OT1BeT <?xml version="1.0" encoding="windows-1251"?>
<response>
<code>9</code>

<authcode>456789</authcode>
<date>2005-09-20T15:55:00</date>
<message>IlljjaTex He MOXeT OBITb OTMEeHeH. KinmeHT ynajeH us3
B6asu.</message>
</response>

6.4 lMouck nnartexa

3anpoc https://<host>/<path>?action=status&receipt=3568264

OTtBeT <?xml version="1.0" encoding="windows-1251"?>
<response>
<code>7</code>

<authcode>132</authcode>

<date>2005-09-20T15:55:00</date>

<message>IljaTex oTMeHeH</message>
</response>

Oneparop IlnaTe:kHblii AreHT

/ / / Mamnos B.1. /




